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1 Integrity Analysis

Theideais thewe choosea setof subjectypesto belorg
to a the trustedcompuing base(TCB) of the SELinux
exampe policy anddeterminewhetter the integrity of
theseT CB subjecttypesis pratectedby the SELinuxex-
amplepolicy. Thediscussiorbelow is for the SELinw
exampe policy for 2.4.19.

As aninitial estimateof integrity pratection,we usethe
Biba integrity policy. Thebasisof Biba integrity is that
highintegrity processemaynotuse(e.g, read execue)
low integrity data. Thus, high integrity processesi.e.,
our TCB subjecttypes)may not useintegrity data(i.e.,
datawritten by othersubjecttypes).

Sincethis is a pretty restrictive policy, we expectcon-
flicts andhopeto find mears to resole them. Options
include (1) excluding the subjecttypefrom thesystem;
(2) exclude the object type from the system; (3) find
somemeansto believe that the low integrity datacan
besanitized4) assumehatconflictingassignmentare
denied(denialstake precedace); (5) useaudit and/a
IDS to trackuseof low integrity dataandits effects;and
(6) charge the SELinw policy specificationto remove
theconflict. Of course addirg theconflicting typeto the
TCB is alsoan option We areinvestigaing the effec-
tivenesf all options.

Onecontroversialoptionis sanitization.LSM provides
hoolks that could be usedfor sanitizationin somecases
(e.g.,socletread,file read,but not for mmappdfiles).
Also, we areinterestedn progamanalysisof the useof
low integrity databy highintegrity progams.

2 ProposedTCB Subjed Types

We pragposean initial setof TCB subjecttypes. Sys-
temauthenticatia, initialization,andadmiristrationser

vices compomisethe initial TCB showvn in Figure 1.

The graphshaws the transitionrelatiors betweensome
basicsubjecttypes. Sincethesecantransitionto mary

othersubjectypesor definedatausedby oneor more of

theotherTCB typesthey areincluded

Ratherthanthe more extersive core servicesprgposed
onthe SELinuxmailinglist, we aretrying to find anear

minimal TCB. However, analysis dictateghatwe addto

the TCB. Otherservicesve addedncludedpkg_t and
devf sd_t which peope have indicaed shoud not be
in the TCB.

3 Biba Conflicts

Table 1 shaws the integrity corflicts betweenthe TCB
subjecttypesandtheremainer of the system.Thecon-
flicts indicatea subjecttypeandwrite permissior(uncer
objecttype andop) thatimpactsan object type usedby
thetrustedtype.

Thelasttwo colunmsindicatetheresolutionto this con-
flict. Classis anautomateastimateof theleastcomple
resolutionandresolutionis our bestguessat the time.
Thedicussiononthemailinglist will causemeto refine
theseresolutiors.

| shouldmale it clearthat this table doesnot express
all Biba integrity conflicts, but rather one corflict per
permissiorassignmen In this case we collectonein-
stanceof awrite pernissionto anobjectto whichahigh
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Figurel: SELinuxExampe Policy’s typetransitionhierarcly for our proposedTCB subjecttypes.

integrity processhasreadpermissionAlso, weonly col-
lectoneinstanceof auniquereadpermission. Therebre,
otherconflictsbetweersubjecttypes mayneedto bere-
solved,but thesearethe setof corflicting permissionsl
hopethatmadesense.

Also, a couple of permssions  like
netif_type:netif and node_type: node
arenotlisted.

4 Trusted Computing BaseSubject Types

In Table2, we expressour propasal for aminimad TCB.
Basedon comnentsfrom StephenRussell,and others
thislist couldbe prunel further

5 Excluded Subject Types

In Table3, thesetof subjectgshatmustbeexcludedin or-
derfor this setof TCB subjectso besuppotedis listed.
This comhbnation of trustedand excluded subjectsde-
pend onthe sanitizatiols andpolicy changesinder the
resolutioncolumnabove. Furtrerinvestigationis needd
to determire theexactchangs/sanitizations.



| TrustedType | ConflictType | ObjectType& Op | Class | Resolution |
devfsd.t mary file_type:blk/chr/file charge chang
dpkg t tmpreapernt tmp.dpkg.t:file all trust exclude
initrc_t useraddt etc t:file write trust trust
initrc_t gpm.t psauxt:chrwrite exclude trust
initrc_t hwclock t clock device_t:chr/blk write trust trust
initrc_t sourd_t, xdm.t sounddevice_t:chrwrite trust exclude
initrc_t httpd.adminxsener.t | framehuf_device_t:chrwrite | charge sanitize
initrc_t mary initrc_t:fifo write exclude sanitize
kernelt slapdt, squidt, + ** _socletsendto sanitize sanitize
kernelt dhcpe_t resolv.cont t:file write trust trust
kernelt dhcpd_t var_run.dhcpd_t:file write trust trust
kernelt quotat file_t:file quotaon trust trust
locallogin_t | mary proc.t:file write sanitize sanitize
locallogin_t | insmodt locallogin_t:processsignal | exclude exclude
locallogin_t | logrotatet locallogin_t:processsignal trust trust
mountt automaunt.t autofst:dir all exclude trust
mountt bootloalert, fsadmt fixed.disk device_t:* all trust trust
sysadmt usert misc device_t:* all sanitize exclude obj
sysadmt mary sysadmdevpts t/ptyfile:* all | charge chang
sysadmt sysadm*_t sysadmhomet:* write charge | change/sanitizenefile
sysadmt sysadm*_t sysadmtmp_t:file exec exclude chang
sysadmt sysadmirc_t sysadmirc_t:file all exclude change/saitize
sysadmt sysadmxsenert sysadmxsener_t:shmall exclude exclude
sysadmt sysadmxautht sysadmhomexautht:fileall | exclude exclude
sysadmt admin kernelt:systemavc_toggle trust trust
sshdt mary sshddevpts t/userpty:*all charge chang

Tablel: Bibaintegrity conflictsof proppsedTCB for SELinuxexampge policy.

kernelt init_t initrc_t sysadmt getty.t
mountt fsadmt load policy_t dpkg t devfsd.t
setfilest dhcpet dhcpdt automountt sshdt
sshdlogin_t | locallogin_t guotat gpm.t useradcdt
hwclock t aptt instalLmenut | ipsecmgmtt | adminpasswdexect
bootloacr-t logrotatet newrole_t snmpdt passwdt
syslogdt checkpdicy_t cardmgrt Idconfigt klogd.t
Table2: Finaltrustedcomputing basesubjecttypes.
insmodt rlogind_t remotelogin_t sysadmxsenert xdm.t
sysadmxautht soundt tmpreapert kmod t
Ipd_t xdm.xsener._t vmwareusert sendmailt procmailt
hotplugt traceroutet updatemodulest gateleepert smbdt

Table3: Final excludedsubjecttypes.



